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An expansion of the range of false and misleading 
information in the online space forces society to seek new 
types of defence tools. However, the challenges that threaten 
the success of the fight, are equally rapidly increasing. 

Most of today's society is about one-click away from 
information that are available 24 hours, seven days a week. 
Yet, not all information had been introduced by correct, 
accurate, objective and impartial sources. Despite easy 
access to knowledge, we live in times that are defined by 
misinformation. 

False news, spreading across the largest and the most 
popular social platforms, can polarize public debate, create 
tensions in society and ultimately weaken democracy. 

The workshop Cognitive (In)Security: Impact of Fake News on 
Society and Need for Action, that assembled almost 40 
experts from seven European countries, not only sought for 
tools to combat disinformation, but also discussed new 
challenges for an active society, NGOs, educational structures 
and the media. 

 

Nuanced terminology 

A clear approach to combat disinformation and fraudulent 
reporting is based on the clarification of consistent 
terminology. Although not all experts in the Cognitive (In-) 
Safety Seminar agreed that accurate naming and consensus 
among experts would help resolve the dissemination of 
misleading information, they reinforced that the uniform use 
is a prerequisite to prevent further, unnecessary 
misunderstandings within society. 

How people perceive, think about and use these concepts 
have changed dramatically in recent years. Even fundamental 
research confirms that these phenomena essentially mean 
different things for different people in different contexts and 
times. The scientists, who define such nomenclatures at 
international level, confirm that there is an effort to find multi-
party consensus. Moreover, while establishing the 
terminology, it is indispensable to remove political or 
ideological bias. 

Experts at the Bratislava workshop agreed on the importance 
of understanding nuances and differences between terms: 

• Fake News - information that intentionally mimics 
the format of news or other product of journalism. 
It is misleading and spread either intentionally or 
unintentionally. By spreading them, they engage in 
reality distortions. 

• Disinformation - any form of false information 
intended to deceive, harm a reputation, or 
otherwise hurt an objective reflection of a fact, while 
being used intentionally and often misused. At the 
same time, it has neither a legislative grasp, nor a 
code of implementation. It is displayed as a text, 
image, video, graphic, or audio information. 

• Hoax - a viral alarm message that is a subset of 
disinformation. It is criminally punishable and does 
not have to be based on reality 

• Propaganda - information, idea, opinion or visual 
material, which is created for the purpose of further 
distribution, mostly presents only one part of the 
argument and its aim is to influence people's 
opinions. 
 

Tools and techniques 

An ever-expanding range of different types of false news puts 
pressure on the availabilities and novelties of tools and 
techniques, which a potential consumer upholds and uses for 
own protection.  

As of today, a number of fake news detectors or browser 
extensions that indicate, whether a website or a social 
network profile is known to produce false or misleading 
information, exist. While it is important to develop own skills 
in critical thinking and media or information literacy, these 
and other supplements are still useful. 

Experts from several disciplines at the Bratislava workshop 
particularly recommend some of them: 

• Educating in critical thinking; 
• Verification of facts - although traditional and 

unsupported factchecking does not work 
completely according to research, it is a useful 
complement to other tools and it has a high added 
value in the context of other activities; 

• Refuting false information, with the speed of 
response being critical; 
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• Relying on proven resources; 
• Identifying misinformation media and creating false 

news databases; 
• Explaining how misinformation works on specific 

examples; 
• Investigating disinformation media and establishing 

functional legal standards; 
• Using humour and satire; 
• Using strategic communication and its own 

narratives, including the preventive function, to be 
productive, not reactive; 

• The use of modern technologies and applications, 
including computer games, designed to support 
critical thinking or to distinguish between true and 
false information, as well as the possibility of 
applying artificial intelligence to detect false 
messages; 

• Transparency and credibility-building; 
• Active civil society; 
• Community-based approach. 

 

Combat's challenges 

Solving the problems, causes of which we find in the spread 
of disinformation or false news, is a vast challenge not only 
for Slovakia or Europe, but for the whole world. Education 
and media experts, as well as activists, claim the biggest 
challenges that they see in their own fight against 
disinformation are in the following areas: 

• A lack of complementing, expanding and 
streamlining media education and cyber security 
topics; 

• Education in critical thinking is crucial, but its 
inclusion in the curriculum is problematic; 

• Creating new curricula requires active participation 
of teachers themselves; 

• Tutors of teachers are lagging behind as technology 
evolves; 

• The 'netiquette', or the etiquette on the Internet, as 
an extension to education, is missing in the 
curriculum; 

• There is an absence of research on the responses of 
young people to the various instruments that fight 
disinformation; 

• Education about the recent past is problematic and 
there is no consensus; 

• Education in the regions and education of the 
elderly are insufficient; 

• Discussing the ways and possibilities of 
deradicalization in practice stagnates; 

• Cooperation with platforms and institutions does 
not work pragmatically; 

• There is a lack of legal basis for investigators and 
disseminators of false reports; 

• Updating Freedom of Information Laws to modern 
and contemporary elements and tools festers; 

• New economic models for private media, often 
dependent on advertising, are lacking; 

• The role of public service media is distorting; 
• The misuse of misinformation by politicians is 

increasing; 
• In many countries, the creation of a sort of press 

board to commit its members to certain codes of 
conduct disappeared from sights; 

• Social platforms need to set up new social design 
and algorithms, as working with technology giants is 
cumbersome. 


